
M
icrosoft Corporation has 
found itself at the center 
of an intense legal battle 
regarding the ability of the 
United States government 

to subpoena data stored abroad. In 
addition to drawing the attention of 
constitutional law scholars, technol-
ogy companies, and lawmakers, the 
case has also implicated some emerg-
ing areas of e-discovery practice.

Microsoft stores messages sent 
and received by its email users at 
“datacenters.” Although Microsoft 
does not disclose the exact number 
of datacenters it operates, the com-
pany confirms that there are between 
10 and 100 worldwide.1 The physical 
location of a user’s data depends pri-
marily on the proximity of that user 
to the various datacenters.

In December 2013, in connection with 
a narcotics investigation, Magistrate 
Judge James C. Francis of the Southern 
District of New York issued a search war-
rant related to a specific email account 
“stored at premises owned, maintained, 
controlled, or operated by Microsoft Cor-
poration, a company headquartered at 
One Microsoft Way, Redmond, Wash.”2

Microsoft objected to the warrant 

to the extent that it 
sought information 
stored on servers 
at its datacenter in 
Dublin, Ireland. The 
company argued that 
the warrant requires 
a search and seizure 
outside of the United 
States and that com-
plying with it would 
require Microsoft to 
violate Irish law. A 
legal battle ensued. 
On April 25, 2014, 
F r a n c i s  d e n i e d 
Microsoft’s motion 
to quash the warrant.3 This ruling was 
upheld on July 31 by U.S. District Judge 
Loretta A. Preska of the Southern Dis-
trict of New York. Microsoft has since 
appealed to the U.S. Court of Appeals 
for the Second Circuit.

The importance of the case did not 
go unnoticed: Amicus briefs were filed 
on behalf of Microsoft by the Electronic 
Frontier Foundation and by technology 
companies including Verizon, AT&T, 
Cisco, and Apple,4 with each of them 
arguing that customer privacy will be 
compromised if the U.S. government 
gains access to extraterritorial data. 
Verizon wrote that “if the Court were to 
permit the U.S. government to obtain, 
in a manner contrary to both U.S. and 
foreign law, customer data stored abroad, 
it would have an enormous detrimental 

impact on the international business of 
American companies, on international 
relations, and on privacy.”5

The Department of Justice empha-
sized the significance of this case as 
well. In its brief opposing Microsoft’s 
motion to vacate, the DOJ argued that 
Microsoft’s position would danger-
ously undermine criminal investiga-
tions conducted by U.S. authorities.6 
If Microsoft succeeded on its motion 
to quash the warrant, the DOJ argued 
that service providers would be given 
excessive power to store and move 
information wherever they wanted. 
The DOJ also maintained that the 
physical location of the documents 
was irrelevant: The subject of the 
warrant was Microsoft itself, not the 
location where the data was stored.
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Constitutional Issues

The Microsoft battle implicates Fourth 
Amendment protection against unlawful 
searches and seizures. Microsoft Gen-
eral Counsel Brad Smith emphasized 
this point in a Wall Street Journal op-ed 
in July, calling attention to the case and 
arguing that the DOJ “seeks to sidestep” 
Fourth Amendment protections.7

Rules regarding compelled disclosure 
of electronic data are set by the Stored 
Communications Act (SCA), which 
was enacted as part of the Electronic 
Communications Privacy Act (ECPA) 
of 1986. In his ruling on the motion to 
quash, Francis noted that the SCA “was 
enacted at least in part in response to a 
recognition that the Fourth Amendment 
protections that apply in the physical 
world, and especially to one’s home, 
might not apply to information commu-
nicated through the Internet.”8 Neither 
Microsoft nor the DOJ disputes that 
the SCA is steeped in Fourth Amend-
ment protections, but they differed on 
whether the Fourth Amendment would 
be violated by the search warrant.

Microsoft and its supporting amicus 
briefs argued that the warrant “calls for 
the disclosure of content data that can 
only be obtained through an extraterri-
torial search and seizure.”9 Additionally, 
because Microsoft has so many data-
centers worldwide, the company argued 
that the search warrant did not meet 
the Fourth Amendment’s particularity 
requirement.10 The language of the war-
rant required information that could be 
stored at any of Microsoft’s worldwide 
locations, and did not name the Dublin 
datacenter as the specific location of 
the stored documents.

The DOJ countered by arguing that the 
SCA is not analogous to warrants that 
require search and seizure of physical 
evidence. Instead, SCA warrants are “the 
functional equivalent of a subpoena or 
other investigative demand on a service 
provider.”11 Francis agreed with the DOJ 
on its interpretation of the SCA search 
warrant. Referring to the warrant as “a 
hybrid: part search warrant and part 
subpoena,”12 he determined that it is 
obtained like a search warrant but exe-

cuted like a subpoena because it does 
not involve officers entering and seizing 
physical evidence. Therefore, Microsoft’s 
objections regarding the physical loca-
tion of the data were irrelevant.

E-Discovery Issues

The Microsoft case highlights two 
key e-discovery topics for practitioners 
and companies, especially those with 
an international footprint: (1) it raises 
cross-border e-discovery and related 
issues such as international data pri-
vacy law and comity, and (2) it features 
questions regarding possession, cus-
tody, and control of data.

First, cross-border data transactions 
present difficult electronic discovery 
issues for companies. Although it is 
headquartered in the United States, 
Microsoft operates across the world 
and is subject to laws in many coun-
tries. The warrant issued by Francis put 
the company in a difficult situation: If it 
were to comply with Francis’ warrant 
and produce data held at its Dublin 
datacenter, it could potentially violate 
Ireland’s Data Protection Acts of 1988 
and 2003. On the other hand, if it refused 
to comply with the warrant, it faced the 
prospect of being held in contempt of 
court. Microsoft chose the latter.

Different countries have differing 
notions of data protection and priva-
cy, and the variance among laws can 
make cross-border electronic discov-
ery especially difficult to navigate. An 
electronic file may be created in one 
country with strict data protection 
laws, and subsequently downloaded 
in another country that has no legal 
notion of data protection. There is little 
agreement among nations on how to 
address the conflict of laws.

Microsoft is not the first company 
to face such a conundrum. In Linde v. 
Arab Bank,13 Jordan-based Arab Bank 
was ordered to provide the court with 

account records for customers located 
outside the United States. Arab Bank 
refused, claiming that the account 
records were protected by foreign 
bank secrecy laws in Jordan, Leba-
non, and the Palestinian territories, 
and was thereafter sanctioned by the 
District Court for failing to disclose the 
records. The Second Circuit upheld 
the sanctions order on appeal, ruling 
that the interests of the United States 
government in disclosing the records 
outweighed the interests of the for-
eign governments in keeping them 
private. Arab Bank appealed to the 
U.S. Supreme Court earlier this year 
and was denied certiorari.

The Arab Bank case, as well as the 
district court’s Microsoft ruling, dem-
onstrates that judges prefer to enforce 
discovery in American courts and under 
American rules, even if it may be in con-
flict with other countries’ laws. Practi-
tioners should be aware of the increas-
ing need to balance several sets of laws 
when engaging in litigations that involve 
electronic discovery in multiple nations.

Second, the Microsoft ruling raises 
questions of possession, custody, and 
control. Microsoft’s primary claim in its 
motion to quash the subpoena was that 
the warrant sought information located 
outside the United States. Francis found 
this argument “simple, perhaps decep-
tively so,”14 and determined that it was 
undermined by the structure and legisla-
tive history of the SCA.

The SCA provides, in relevant part:
A governmental entity may require 
the disclosure by a provider of elec-
tronic communication service of 
the contents of a wire or electronic 
communication, that is in electronic 
storage in an electronic communica-
tions system for one hundred and 
eighty days or less, only pursuant 
to a warrant issued using the proce-
dures described in the Federal Rules 
of Criminal Procedure … by a court 
of competent jurisdiction.15

Several ambiguous aspects of the 
SCA were contested in the Microsoft 
case. First, the term “using the proce-
dures described in the Federal Rules 
of Criminal Procedure” is imprecise. At 
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issue was Federal Rule 41, which gov-
erns searches and seizures. Microsoft 
argued that the entirety of Rule 41 was 
incorporated in the SCA, including the 
territorial limitations, which means the 
search would be limited to the United 
States. Francis found it equally conceiv-
able that only the procedural aspects of 
Rule 41 apply and that the substantive 
rules are separate, meaning that the 
territorial limits do not apply.

Additionally, the SCA does not address 
cross-border discovery, and there is little 
clarity from Congress or administrative 
agencies on how to apply the SCA to 
cross-border issues. In his ruling, Fran-
cis examined the “scant”16 history of the 
SCA to determine how to apply the cross-
border issue and determined, based on 
the language of the Patriot Act, that the 
“location” of electronic property should 
be based on the location of the Internet 
service provider, rather than the location 
of any particular server.17

Legislative history aside, Francis 
found that the heart of the issue was not 
where the data was actually stored, but 
whose control it was under: “It has long 
been the law that a subpoena requires 
the recipient to produce information 
in its possession, custody, or control 
regardless of the location of that infor-
mation.”18 As the company that controls 
the data, Microsoft, according to Fran-
cis, could not insulate itself from the 
requirements of the SCA by claiming 
that the data was abroad.

Next Steps

Microsoft has vowed to fight, stating 
that “the District Court’s decision would 
not represent the final step in this pro-
cess.”19 The case has also taken on new 
significance in light of current high-profile 
issues surrounding personal privacy and 
security of information stored in the 
“cloud.” The recent theft of photographs 
and data from celebrities has raised enor-
mous privacy concerns about individual 
users’ personal data. Businesses and 
private individuals use email and cloud 
storage services routinely, but generally 
are unaware of the specific location of 
the information being stored, as well as 
the effect that the storage location may 

have on the data’s privacy.
Non-U.S. companies that rely on Micro-

soft or other American companies for 
cloud services may be particularly fearful 
of the potential impact of the ruling in 
the Microsoft matter. With such jurisdic-
tion, the U.S. government would be able 
to obtain the data of these companies 
through their cloud services providers 
by means of discovery or subpoena.

Congress has also entered the fray: 
On Sept. 18, 2014, U.S. Senators Orrin 
Hatch (R-Ut.), Chris Coons (D-Del.), and 
Dean Heller (R-Nev.) introduced the 
bipartisan Law Enforcement Access to 
Data Stored Abroad (LEADS) Act, which 
seeks to amend the ECPA (of which the 
SCA is a key component) so that search 
warrants can only be issued extraterri-
torially where the accountholder is a 
“United States person.” A United States 
person is defined as a citizen or perma-
nent resident of the United States, or an 
entity organized under U.S. laws. The 
LEADS Act was immediately praised by 
Microsoft General Counsel Brad Smith 
for “propos[ing] a more principled legal 
blueprint for balancing law enforcement 
needs with consumer privacy rights.”20

Conclusion

The court system has been placed in 
the unenviable position of determining 
the intent of the Stored Communications 
Act, a law that was passed before the 
popularity of the Internet and does not 
specifically address cross-border discov-
ery issues. In his ruling on Microsoft’s 
motion to quash its search warrant, 
Francis sought to balance the role of 
law enforcement in obtaining informa-
tion with the privacy concerns that busi-
nesses and private individuals may face.

Technological progress in recent years 

has challenged previous notions of how 
the legal field should address electronic 
discovery. The SCA itself was developed as 
a response to advances of the late 20th cen-
tury, and as certain portions of it become 
obsolete or outdated, it is imperative that 
technological advances be addressed. Con-
gress has taken a step in the right direction 
by proposing clarity on how the ECPA may 
apply to data stored abroad. As cross-bor-
der electronic discovery issues become 
increasingly complicated, it is important 
that more guidance be provided by law-
makers and that companies and legal prac-
titioners gain a better appreciation for the 
weighty issues at stake.
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