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FTC Action Against Digital Marketing 
and Analytics Company Highlights 
Enforcement Approach Ahead of Public 
Forum on “Commercial Surveillance 
and Data Security” 
On August 29, 2022, the Federal Trade Commission (“FTC”) filed suit against Kochava, Inc. (“Kochava”), a digital marketing and 
analytics company, in the United States District Court for the District of Idaho for allegedly acquiring and selling consumers’ 
“precise geolocation data” in a format that allows users to track consumers traveling to and from “sensitive locations” such as 
reproductive health facilities, mental health facilities or places of worship.1 The Complaint alleges that selling such data 
constitutes an “unfair practice” under Section 5 of the FTC Act because it may expose consumers to “stigma, discrimination, 
physical violence, emotional distress, and other harms.”2   

The Complaint’s characterization of Kochava’s collection and sale of geolocation data as an “unfair business practice” reflects a 
divergence from prior FTC enforcement related to data collection and disclosure practices, which has focused principally on 
whether such practices were inadequately disclosed to consumers, or based on a lack of consent, and therefore “deceptive.”  In 
recent statements, Chair Lina Khan has expressed support for FTC rulemaking and enforcement that imposes “substantive limits” 
on certain categories of data collection and processing rather than imposing only “procedural protections.”3  The Kochava 
complaint appears to be consistent with this new approach.   

The FTC’s priorities and perspective in the area of data privacy and security likely will be further revealed at the Commission’s 
Commercial Surveillance and Data Security Public Forum scheduled for September 8, 2022, at which several commissioners are 
expected to offer public remarks, and the Commission will solicit public comment in anticipation of new rulemaking related to 
data privacy and security. 

Key Takeaways 
▪ By asserting that certain data collection and disclosure practices in the digital advertising industry are substantively “unfair,” 

the Complaint against Kochava departs from prior enforcement actions in this area, which generally alleged that suc h 
practices are “deceptive” due to inadequate consumer disclosure or consent.     

▪ Recent statements by Chair Khan expressing support for FTC enforcement activity that imposes “substantive limits on 
certain types of data collection and processing” suggest the Complaint’s focus on alleged harm resulting from disclosure of 
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geolocation data may foreshadow further FTC enforcement and rulemaking limiting the collection and disclosure of certain 
categories of data.  

The Complaint 
The FTC’s Complaint alleges that Kochava “sells customized data feeds to its clients to, among other purposes, assist in 
advertising and analyzing foot traffic at stores or other locations.”4   It alleges that, among other categories of data, the data 
feed, which purportedly encompasses hundreds of millions of mobile devices, includes “timestamped latitude and longitude 
coordinates showing the location of mobile devices,” in combination with “a unique identifier assigned to a consumer’s mobile 
device” (referred to in the Complaint as a “device id” or “mobile advertising ID”).5   

The Complaint further alleges that the data offered by Kochava is not anonymized because it may be used to identify a mobile 
device’s user or owner, such as through the use of third-party services that match mobile advertising IDs with a user’s name or 
address, or by using timestamps associated with a user’s location to infer the user’s address. As a result, the Complaint alleges, 
the data may be used to “track the consumers’ movements to and from sensitive locations,” such as “locations associated with 
medical care, reproductive health, religious worship, mental health, temporary shelters, such as shelters for the homeless, 
domestic violence survivors, or other at-risk populations, and addiction recovery.”6  According to the FTC, this tracking may, in 
turn, expose consumers to “stigma, discrimination, physical violence, emotional distress, and other harms.”7 

The Complaint asserts a single claim for violation of Section 5 of the FTC Act, 15 U.S.C. 45(a), (n), which prohibits “unfair or 
deceptive business practices in or affecting commerce.” The Complaint requests a permanent injunction “to prevent future 
violations of the FTC Act” by the company.8 

The filing of the Complaint came only two weeks after Kochava had filed its own suit against the FTC alleging that the agency 
lacked authority to bring this lawsuit, and seeking to enjoin the Commission from doing so.9  Kochava’s suit, which followed its 
receipt of a proposed complaint from the FTC, likely accelerated the FTC filing of its Complaint. In its lawsuit, Kochava asserted 
that it had obtained geolocation data from third-party app developers, who obtained that information from consenting 
consumers.10  

Observations 
The FTC’s focus on the alleged “unfairness” of Kochava’s collection and sale of geolocation data marks a departure from recent 
enforcement actions in this area. Recent enforcement actions that focused on the collection and disclosure of allegedly sensitive 
consumer data under Section 5(a) generally have centered on consumer deception, disclosure, and consent.11   In those actions, 
the FTC typically has alleged that companies engaged in deceptive practices by failing to adequately disclose their  data collection 
or disclosure practices, or by misrepresenting those practices.   

Here, although the Complaint alleges that the collection and use of location data was “opaque to consumers, who typically do 
not know who has collected their location data and how it is being used,” the Complaint does not allege that Kochava deceived 
consumers. Instead, it alleges that Kochava’s collection and sale of geolocation data was “unfair,” which will require the FTC to 
prove that those practices “cause[] or [are] likely to cause substantial injury to consumers which is not reasonably avoidable by 
consumers themselves and not outweighed by countervailing benefits to consumers or to compe tition.”12  In contrast, in order 
to establish a deceptive act or practice, the FTC must prove “(1) a representation, omission, or practice … (2) is material, and (3) 
is likely to mislead consumers acting reasonably under the circumstances.”13  As some have noted, the FTC faces an uphill battle 
to prove an unfairness claim as compared to a deception claim “because the standard to establish an unfair practice is more 
specific and the respondent has a great chance of success.”14  While the Complaint does not provide much detail on this theory 
of liability, it  alleges that Kochava’s sale of location data “injures or is likely to injure consumers through exposure to stigma, 
discrimination, physical violence, emotional distress, and other harms,” and that these potential harms are outweighed by 
countervailing benefits because Kochava “could implement safeguards to remove data associated with sensitive locations from 
its data feeds. . . . at a reasonable cost and expenditure of resources.”   
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The Complaint’s focus on the substantive unfairness of data privacy practices is consistent with Chair Khan’s recent suggestion 
that the Commission “should approach data privacy and security protections by considering substantive limits rather than just 
procedural protections.”15  The FTC’s suit also comes just days before the Commission hosts its public forum on “commercial 
surveillance and data security” scheduled for September 8, 2022. According to the FTC, the forum “will explore a wide range of 
issues that the FTC is seeking comment on” through its Advance Notice of Proposed Rulemaking (“ANPR”).16  The ANPR solicits 
comments on a broad range of data privacy and security practices, including the “collection, aggregation, analysis, retention, 
transfer or monetization of consumer data.”  The September 8 forum undoubtedly will shed additional light on the FTC’s 
enforcement priorities in the area of data privacy and security, and its approach to policing “commercial surveillance” going 
forward. 
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